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SectionA : Information Technology
Attempt all questions.

Question 1
(a) Describe briefly the following terms:

(i) CMOS
(ii) Multiprocessing
(iii) Computer output microfilm
(iv) Structured QueryLanguage
(v) DNS Server.        (5 1 = 5 Marks)

(b) Explain each of the following:
(i) Firewalls
(ii) Flash memory
(iii) Interpreter
(iv) Multiplexer
(v) Transaction log.        (5 1 = 5 Marks)

Answer
(a) (i) CMOS: It is known as complementary metal oxide semiconductor.  The PC uses the

CMOS memory to store the date, time and system set up parameters, which are
loaded every time the computer is started.  It is powered by lithium ion battery.

(ii) Multiprocessing:It refers to the use of two or more central processing units, linked
together, to perform coordinated work simultaneously. The jobs can be processed
more rapidly.  It is also known as parallel processing.

(iii) Computer Output Microfilm (Microfiche):It is an output technique that records
output from a computer as microscopic images on roll or sheet film.  These are the
same images, which can be printed on paper. The COM recording process reduces
characters by 24, 42 or 48 times smaller than the normal size produced by the
printer. The information is then recorded on sheet film called 16 mm, 35 mm
microfilm or 105 mm microfiche.

(iv) Structured Query Language (SQL):It is a set of thirty English like commands to
create, update and access data from a database allowing users toraise adhoc
queries interactively without the help of programmers.

(v) DNS Server:Domain Name Server is an Internet-wide distributed database system
that documents and distributes network specific information such as the associated
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IP address for a hostname, and vice-versa.  The host storing this database is a
domain name server.

(b) (i) Firewalls: Firewall is a device that forms a barrier between a secure and an open
environment when the latter environment is usually  considered hostile.  Generally,
it is used to control the flow of traffic between the Internet and an organisation·s
LAN.  It enforces security policies to protect the organisation·s internal resources
from unwanted intrusion.

(ii) Flash Memory:Flash memory chips are a form of static RAM (SRAM) chips, which
store data much like those used in the computer·s primary storage. However, the
data stays recorded even when the power is turned off. Flash memory is non-
volatile. Flash memory devices have no moving parts, and are therefore very fast.

(iii) Interpreter: It refers to a language translator that converts source program written
in high level language to machine code.  Interpreter translates programs a line at a
time as it is being run.  Each statement is translated into machine language just
before it is executed.

(iv) Multiplexer:It is a device that enables several devices to share one communication
line.  The Multiplexer scans each device to collect and transmit data on a single line
to the CPU, and also communicates transmission from the CPU to the appropriate
terminal linked to the multiplexer. The devices are polled and periodically asked
whether there is any data to transmit.

(v) Transaction Log:  A transaction log is a file that records database modifications
such as insert, update,delete, commit, rollback and database schema changes.
The database engine uses a transaction log to apply any changes made between
the most recent checkpoint and the system failure.

Question 2
Answer any two of the following:
(a) Describe various factorswhich must be considered in determining the best file

organisation for a particular application.
(b) Briefly explain various types of communication services used to transmit data in a

network.
(c) Explain briefly various Disaster Recovery (DR) plans for eliminating Down Time.

(2 5 = 10 Marks)

Answer
(a) The following factors may be considered in determining the best file organization for a

particular application:
1. File volatility:It refers to the number of additions and deletions to the file in a given

period of time. For a high volatile file, ISAM file is not a good choice. Perhaps other
direct access methods would be appropriate, since additions would have to be
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placed in the overflow area and constant reorganization of the file will be required. If
there are no interrogation requirements, then sequential file organization will be
better.

2. File activity:It is the proportion of master file records that are actually used or
accessed in a given processing run. At one extreme, it is the real-time filewhere
each transaction is processed immediately and hence at a time, only one master
record is accessed. This situation obviously requires a direct access method. At the
other extreme is a file, such as a payroll master file, where almost every record is
accessed when the weekly payroll is processed.  In this case, a sequentially
ordered master file would be more efficient.

3. File interrogation:It refers to the retrieval of information from a file. If the retrieval
of individual records must be fast to support a real-time operation such as airline
reservation then some kind of direct organization is required. If, on the other hand,
requirements for data can be delayed, then all the individual requests or information
can be batched and run in a single processing run with a sequential file
organization.

4. File Size:Large files that require many individual references to records with
immediate response must be organized under some type of direct access method.
On the other hand, with small files, it may be more efficient to search the entire file
sequentially or, with a more efficient binary search, to find an individual record than
to maintain complex indexes or complex direct addressing scheme.

(b) Communication Services:An organisation that wishes to transmit data uses one of the
common carrier services to carry the messages from station to station. Some of the
common types of communication services used to transmit data in a network are:
1. Narrow Band Service: It is used where data volume is relatively low. The

transmission rates usually range from 45 to 300 bits per second.  Examples of this
service are telephone companies, typewriters exchange service (TWX) and Telex
service.

2. Voice Band Service: Voice band services use ordinary telephone lines to send
data messages.  Transmission rates vary from 300 to 4,800 bits per second, and
higher.

3. Wide Band Service: Wide band services provide data transmission rates from
several thousands to several million bits per second.  These services are limited to
high-volume users.  Such services generally use coaxial cable or microwave
communication.

Communication Services may be either leased or dial up.  A leased communication
channel, which gives the user exclusive use of the channel, is used where there are
continuing data transmission needs. The dial up variety requires the person to dial the
computer. This alternative is appropriate when there are periodic data to be transmitted.
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(c) Disaster Recovery (DR) Plans:Data centres need to be equipped with the appropriate
disaster recovery system that minimizes downtime for its customers.  The following
different types of disaster recovery plans are used:
1. Cold site: An alternative facility that is devoid of any resources or equipment,

except air conditioning and raised flooring.  Equipment and resources must be
installed in such a facility to duplicate the critical business functions of an
organisation.  Cold sites may have variations depending on their communication
facilities.

2. Warm site: An alternate processing site that is only partially equipped, as compared
to a hot site, which is fully equipped.  It may have shared or dedicated server.

3. Hot site:  An alternative facility that has the equipment and resources to recover
business functions that are affectedby a disaster.  Hot sites may vary in the type of
facilities offered such as data processing, communication, or other critical business
functions which need duplication.  The location and size of the hot site must be
proportional to the equipment and resources needed.

Question 3
(a) Describe the various features of Third-Generation Languages (3GLs) andFourth-

Generation Languages (4GLs).
(b) What are the Network Threats and Vulnerabilities?      (6 + 4  = 10 Marks)

Answer
(a) These are the main features ofthe 3GLs and 4GLs:

Sl.
No.

Third-Generation Languages
3 GLs

Fourth-Generation Languages
4 GLs

1. It is intended for use by
professional programmers.

It may be used by a non-programming end-
programmers, end users as well as a
professional programmer.

2. It requires specification of how to
perform the task.

It requires specification of what task to
perform (system determines how to perform
the task).

3. It requires that all alternatives be
specified.

It is having default alternatives built in; end
user need not specify these alternatives.

4. It requires large number of
procedural instructions.

It requires far fewer instructions (less than
one-tenth in most cases).

5. The code may be difficult to read,
understand and maintain.

The code is easy to understand and
maintain because of English-like commands.

6. The language developed
originally for batch operation.

The language developed primarily for on-
line use.
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7. It can be difficult to learn. Many features can be learned quickly.
8. It is difficult to debug the error. Errors easier to locate because of short

programs, more structured code, and use of
defaults and English-like language.

9. The approach is typically file-
oriented.

The approach is typically data base
oriented.

(b) The threats to the security of system assets can be broadly divided into nine categories:
(i) Fire,
(ii) Water,
(iii) Energy variations like voltage fluctuation, circuit breakage, etc.,
(iv) Pollution,
(v) Intrusions and eavesdropping, which can be eliminated / minimised by physical

access controls, prevention of electromagnetic emission and providing the facilities
with their proper locations / sites,

(vi) Viruses and worms, which can be avoided by using licensed copies of software
files, cutting the use of shareware, downloading files or software only from reliable
websites, implementing read-only access to software, installing anti-virus software,

(vii) Misuse of software, data and services, which can be avoided by preparing
employees· code of conduct,

(viii)Structural damages and
(ix) Hackers, the expected loss from whose activities can be mitigated only by robust

logical access controls.
Question 4
A bicycle shop in a city hires bicycles by the day at different rates for different models as given
below:

Model No. Hire rate per day(Rs.)
Model No. 1 14.00
Model No. 2 12.00
Model No. 3 10.00

In order to attract customers, the shopkeeper gives a discount on the number of days a bicycle
is hired for.  The policy of discount is as given below:

No. of days Discount rate(%)
15 0.00
610 8

11 and over 15
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For every bicycle hired, a deposit of Rs. 30.00 must be paid.
Develop a flow chart to print out the details for each customer such as name of the customer,
bicycle model number, number of days a bicycle is hired for, hire charges, discount and total
charges including deposits. (10 Marks)

Answer
The following flow chart is given on next page
Question 5
Write short notes on the following:
(i) Data warehouse
(ii) Bullwhip effect in Supply Chain Management.      (2 5 = 10 Marks)

Answer
(i) Data warehouse:It is a computer database that collects, integrates and stores an

organization’s data with the aim of producing accurate and timely management
information and supporting data analysis. It was developed to meet a growing demand
for management information and analysis that could not be met by operational systems.
Operational systems were unable to meet this need for a range of reasons:
 The processing load of reporting reduced the response time of the operational

systems.
 The database designs of operational systems were not optimisedfor information

analysis and reporting.
 Most organizations had more than one operational system, so company-wide

reporting could not be supported from a single system.
 Development of reports in operational systems often requires writing specific

computer programs, which is slow and expensive.
As a result, separate computer databases began to be built that were specifically
designed to support management information and analysis purposes. These data
warehouses were able to bring in data from a range of different data sources.
The advantages of using a data warehouse are:
 Enhanced end-user access to a wide variety of data.
 Increased data consistency.
 Increased productivity and decreases computing costs.
 It is able to combine data from different sources, in one place.
 It provides an infrastructure that could support changes to data and replication of

the changed data back into the operational systems.
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